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HIPAA -

Health Insurance Portability and Accountability Act

» HIPAA = Patient Privacy

» HIPPA =

Female Hippopotamus
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HIPAA
Health Insurance Portability and Accountability Act of 1996
I
I I | !
Insurance - Administrative
Portability Accountability e Hlification
EDI Security
[ | l Privacy
Transactions Code Sets ldentifiers

» Office for Civil Rights (OCR) — Privacy and Security Civil
complaints

»Entity must allow OCR access to facilities, books, records,
accounts, and other sources of information

» Centers for Medicare and Medicaid Services (CMS) —
Transactions and code sets

» Department of Justice (DOJ) — Privacy Criminal complaints

4




2/6/2019

HIPAA Privacy Rule

HIPAA — General Rule
(164.502)

A covered entity may not use or disclose
protected health information, except as permitted
or required
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Covered Entities (160.103)

» Health Plans: A plan that provides or pays the cost of medical care.
Includes Medicaid, Medicare and self-funded plans. Does NOT
include health plans with less than 50 participants administered by the
employer.

» Providers: A provider of medical or health services such as SNFs,
home health, hospitals, physician clinics, etc. that transmits any
health information in electronic form.

» Clearinghouses: Process health information from a non-standard
content into standard data elements or to a standard transaction.
Such as billing services, health information systems, etc. NOT third
party administrators.

HIPAA — General Rule
(164.502)

A covered entity may not use or disclose
protected health information, except as permitted
or required
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Protected Health
Information (160.103)

»2 Part Test:
1. Health Information?

2. Does it reasonably identify the individual?

HIPAA — General Rule
(164.502)

A covered entity may not use or disclose
protected health information, except as
permitted or required




2/6/2019

“...Except as permitted or required.”

1. Uses and Disclosures for Payment, Treatment and
Healthcare Operations (164.506)

2. Required disclosures (164.502(a))
3. Uses and Disclosures with an Authorization (164.508)

4. Uses and Disclosures with an opportunity to object
(164.510)

5. Uses and Disclosures for which an authorization or an
opportunity to object is not required (164.512)

HIPAA Security Rule
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Security versus Privacy

» Privacy rule identifies what is to be protected and
outlines the individual’s rights to control access to their

PHI

» The security rule defines how to protect PHI in
electronic form

» The security rule only applies to PHI maintained or
transmitted in electronic form, called ePHI
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Security Rule - Breakdown

» Three safeguards broken down into 18 standards:
» Administrative
»Physical
» Technical
» 42 Implementation specifications
»20 Required
»22 Addressable
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Intent of the Security Rule

» Intended to be technology neutral
» Intended to be scalable.

» Intended to protect the confidentiality, integrity and
availability of ePHI

» Confidentiality — ensures that only those individuals who
are supposed to access ePHI do

» Integrity — ensuring that the ePHI input today is the ePHI
that is retrieved tomorrow, next week, next year, etc.

» Availability — ensuring that ePHI is available to those
who need it when they need it.
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Is this a HIPAA violation?

A Covered Entity sends an unsecured email containing PHI
to another Covered Entity.

» Is this a HIPAA violation?

What if the Covered Entity sent the unsecured email

_cigntamlng PHI to someone who should not have received
it”

» Is this a HIPAA violation?
16
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Breach Notification

17

Breach Notification Requirements
New for the Omnibus Rule

» To have a “reportable breach” there must be:

1. A privacy breach
2. Unsecured PHI

Presumptive reportable breach unless there
IS a “Low probability of compromise.”
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1.

2. >500 in a single state or jurisdiction: Media notification.

3.

Breach Notification Requirements

All breaches require written notification.

Report breaches to DHHS 60 days after year end

»500 or more: Immediate notification
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Civil Monetary Penalties
Changes From ARRA

Minimum Maximum
Violation Standard Penalty Penalty
(per violation) (per violation)
Not known by the entity and could not have $100 $50,000
been discovered with reasonable diligence
Reasonable cause, but not from wiillful $1,000 $50,000
neglect
Willful neglect, but corrected within 30 days $10,000 $50,000
of discovery
Willful neglect and not corrected within 30 $50,000 $50,000
days

20 @ Penalty cap = $1,500,000
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Penalty Example

A Covered Entity sends an unsecured email containing PHI
of 1000 patients from one facility to someone who should
not have received it.

1. How many violations?

2. How many patients?

3. What level of prevention occurred?
4. Over what period did it occur?

21

Focus on Phishing

22
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Anthem OCR Settlement

» $16M Settlement

» 79 million people’s records in <2 months

» Resulted from a phishing emaill

» At least one employee responded

23

F I [ I [l
Email Preview - You've received a Docume
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Phishing

& Re: URGENT REQUEST - Mozilla Thunderbird - O X

Eile Edit View Go Message Tools Help

%, Get Messages ¥ [ Write @B Chat & Address Book Tag ~ =
From Eugene |. Davis <adm-mgtn@cox.net> 6 Reply ¢ ReplyAll |~ = Forward =~ More ~

Subject Re: URGENT REQUEST 12/21/2018 12:52 PM

To Stephanie Anastasiou <Stephanie.Anastasiou@millenniumhealth.com>

| need some google play gift card. Can you confirm if we can get any today?

Thanks.

Board Responsibility

» Awareness and Knowledge

2 Reply [=aReply All (3 Forward
+15198887111 [voicemail-notification@office+-audio-conferencing.com] <office-audio@burlinghamsports.comr 2% 1~ 931 AM
vmail_0101010100011_102_20181106211323

0 Links and other functionality have been disabled in this message. To turn on that functionality, move this message to the Inbox.
We converted this message into plain text format.
QOutlook blocked access to the following potentially unsafe attachments: vmail_0101010100011_102_20181106211323.

<

Time: Jan 15, 2019 8:37:19 AM
Click attachment to listen to Voice Message
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Board Responsibility

» Awareness and Knowledge

{2Reply \L—'(\_‘Rep\yAH '_gFom'ard
patula T 13|T;‘C: mall.com> bedgar@bluepeakadv.com; jryan@hallrender.com; kstockman@beaconhcs.com; + 11+
hii
0 Links and other functionality have been disabled in this message. To turn on that functionality, move this message to the Inbox.
We converted this message into plain text format,

<https://www.adapt.io/mt/view/7AD224BIBFCA8D6F41B61546675840004.htm>

Board Responsibility

From: CCO@abchealthsystem.com

To: Jane@abchealthsystem.com
Date:  Monday, January 15, 2019 2:00 a.m.
Subject: Report

As you no, | am on vacation and you have handled the matter
below.

http://www.Microsoft’.outlook.com
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Board Responsibility

29

Board Responsibility

» Risk is defined by the breach

» The Privacy and Security Programs are only a
safeguard

» Once the breach occurs, then the structure of the
Programs will be questioned

30
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Board Notification -

» When does Board notification occur?
»Breaches of 500 individuals or more
» Internet posting required
»DOJ involvement
» OCR investigation v. letter
»Lawsuit potential
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Appendix

33
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Board Privacy Risk Questions

Is there a process for reviewing information leaving the
organization to determine whether it is PHI?

What is the current status of our Privacy Program

What were the results of the last Privacy Risk
Assessment?

How many Reportable Breaches have we had?
» What trends have been observed?

Have the sources of PHI leaving this organization been
identified and what has been done to safeguard them?
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Board Security Risk Questions

1. Is there a process to terminate access of separated
employees and contractors?

»Has that been tested?

2. What were the results of the last Security risk
assessment?

»Has a plan been developed to address identified risks?
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Board Security Risk Questions (cont.)

3. Have we identified all the ways that an unauthorized
person could get access to our data?

4. What is our level of encryption?
»Link to PHI leaving the organization
5. What is the current status of our Security Program?
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