A Data Breach Lived and Learned: Tips
for Responses and HHS OCR’s Review
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Overview

4OCR updates

% Recurring compliance issues
%Responding to data breaches
% OCR investigations

% Takeaways
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OCR Update: Audit Program

OCR has tweaked its audit protocol, which is also used by investigators when
evaluating compliance.

https://www.hhs.gov/hipaa/for-professionals/compliance-
enforcement/audit/protacal/index.html
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Desk audit timeline

< June 2016: Pre-screening letter

<+ July 11, 2016: notice of desk audit
selection/request for documentation

« List of all BAs

<+ 10 business days to submit requested data

+ July 13: opening meeting webinar (167 CEs)

< July 22: all documentation must be submitted
(no late submissions accepted)
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Requested documentation

< CE’s were asked for privacy and breach
notification documents OR

< Security rule documents
< BUT not both
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Waiting for OCR

% Requested data submitted on July 20, 2016
< Anticipated OCR response: October 22, 2016
% Actual OCR response received June 2, 2017
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Lessons learned
< Prepare early by reviewing OCR’s website
< Laborious process

« OCR scoring system is tough (1-5)

< Will your CEO/Board understand a negative
rating?

% Who are policies written for?
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OCR Update: Opioids and
Behavioral Health
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OCR Update: Opioids and
Behavioral Health

R
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e,,"} How HIPAA' Allows Doctors to Respond CIVIL RIGHTS
o to the Opioid Crisis

HIPAA regulations allow health professionals to share health information with a patient’s loved ones
in emergency or dangerous situations ~ but misunderstandings to the contrary persist and create
obstacles to family support that is crucial to the proper care and treatment of people experiencing a
erisis situation, such as an opioid overdose. This document explains how health care providers have
broad ability to share health information with patients’ family members during certain crisis situations
without violating HIPAA privacy r ions.”

HIPAA allows health care professionals to disclose some health information without a patient’s
permission under certain circumstances, including:
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OCR Update: Opioids and
Behavioral Health

< fn5

< HIPAA still requires that a disclosure to prevent or lessen
a serious and imminent threat must be consistent with
other applicable laws and ethical standards. 164.512(j)(1).
For example, if a state’s law is more restrictive regarding
the communication of health information (such as the
information can only be shared with treatment personnel
in connection with treatment), then HIPAA compliance
hinges on the requirements of the more restrictive state
law.
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OCR Update: Research
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Guidance on HIPAA and Individual Authori
ﬁ Uses and Disclosures of Protected Health Informati

s Act requires the Secre of the Department of Health and Human Services (HHS) to
sue “Guidance Related to St ng Authorizati wder HIPAA for uses and disclosures
of protected health information (PHI) for research. ifically, the guidance must clarify
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OCR Update: Resolutions and
Awards

Three settlements:

+« Anthem - $16 million
+»Fresenius - $3.5 million
«» Filefax, Inc. - $100,000

¢ Boston Medical Center, Brigham and Women’s
Hospital, and Mass. General Hospital — total
$999,000

Litigated resolution:
< UT MD Anderson Cancer Center - $4.348 million
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U.S. Department of Health and Human Services

Office for Civil Rights

Breach Portal: Notice to the Secretary of HHS Breach of Unsecured Protected Health 1
—

lease Note: The Breach Notification Portal will be offline for maintenance from Fri Oct 05 09:00 PM EOT to Fri Oct 05 11:00 PM EOT. Any informat
e last.

Under Investigation Archive Help for Consumers

As required by section 13402(e)(4) of the HITECH Act, the Secretary must post a list of breaches of unsecured protected health in)
The following breaches have been reported to the Secretary

Cases Currently Under Investigation

This page lists all breaches reported within the last 24 months that are currently under investigation by the Office for Civil Rights
Show Advanced Options
Breach Report Results
Expand  NameofCoveredEntity ¢  State  Covered Individuals. Breach Type of Breach
Al ©  Entity Type ] Submission
< Date &
o University of MichiganMichigan | M1 Healthcare 3624 0912872018 Unauthorized
Medicine Provider Access/Disciosure
° )& MEDICAL SERVICE TX | Business 2500 001252018 Hacking/IT Inciden
NETWORK INC Associate
o Ransoem Memonal Hospital KS 14329 Hacking/IT Inciden

Recurring Compliance Issues
< Business Associate Agreements/ Vendor
management
< Incomplete or inaccurate risk analyses
< Failure to manage identified risks
“ Lack of transmission security
4 Lack of appropriate auditing and testing
« Failure to patch/update software
“ Insider threat (ineffective training)
¢ Improper disposal
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Ransomware attack on Hackers expose dataof  pata of 43,000 patients
Hancock Health drives 30,000 Florida Medicaid  breached after theft of
providers to pen and paper Patients unencrypted laptop

e

Medical data of 33,000 BJC

Malware attack on UVA HealthCare patients
;ivglitaarlssez1|;i|:a;0\.f'i3uslpm Health gave hacker access exposed online for 8
breach ' for 19 months months

Recurring Compliance Issues

CYBERSECURITY NEWS

Accidents Were Most Frequent Cause
of Healthcare Data Breaches

In the second quarter of 2018, the most frequent cause of
healthcare data breaches was accidental disclosures, according to
incidents reported to the Beazley Breach Response Services team.
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CYBERSECURITY NEWS

58% of Healthcare PHI Data Breaches
Caused by Insiders

Verizon found that healthcare PHI data breaches are most likely
due to insider threats, with healthcare the only industry where
internal actors are the greatest threat.

9 By Elizabeth Snell n n m L]

March 05, 2018 - Reducing paper-based PHI and establishing a holistic risk management
program are critical ways organizations can work toward healthcare PHI data breach prevention,
according to Verizon research.

Healtheare is the only industry where insider threats posed the greatest threat to sensitive data,
with 58 percent of incidents coming from insiders, the 2018 Protected Health Information Data
Breach Report found. 18




Inside vs. OQutside threats

+ Employee negligence

<+ Security failures

+ Lost mobile devices

<+ Employee ignorance

+ Improper disposal of PHI

+ Lack of education and
awareness

+ Hackers

+ Malware

4 Phishing and Spear
Phishing

+ Ransomware

+ Social Engineering

+ Thieves

+ Vendors
+ State sponsored

+ Malicious employees

Ransomware

July 2016 — the Department of Health and Human Services, OCR
releases guidance on how the agency interprets ransomware attacks on
HIPAA covered entities and business associates.

» If ePHI is encrypted by ransomware, the result is considered a
breach under HIPAA regulations.

» Affected entities may overcome their breach reporting obligations
only by undergoing a risk assessment to demonstrate “a low
probability that the PHI has been compromised.”

« However, if the ePHI was already encrypted—and therefore,
“secured”—Dby the affected entity, the ransomware attack does not
give rise to a reportable breach. Only when an attacker gains access
to “unsecured PHI” is an incident considered a reportable breach.
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Responding to a Data Breach

«»*Best practices
Before, during, after

«*Breach determination
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Communicating after a Breach
(Things you probably shouldn’t do)

< Speak too early and on the fly

< Fall victim to saying too much, being too reassuring
<+ Make logistical mistakes (e.g., call center)

4 Assume you have to answer all media inquiries

% Over-apologize

< Leave out helpful evidence

< Call yourself a victim (even if you are)

4 Overstate the security measures you had in place

<+ Overstate new security measures

«+ Ignore regulators
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What do Regulators expect?

< Transparency

< Prompt and thorough investigation

< Good attitude & cooperation

< Appropriate and prompt notification

< Corrective action (know the root cause and
address it; staff training; awareness program;
technical safeguards; new
policies/procedures/physical safeguards)

< Remediation and mitigation
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Recent Myths Addressed
by OCR

The Office of
Health Information Tec

Safeguarding Health Information: Building Assurance

through HIPAA Security - 2018

IOCR & ONC Security Risk Assessment (SRA) Tool Walk-Through: New Featuresand
New Functionality

October 18, 2018
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Recent Myths Addressed
by OCR
< The security risk analysis is optional for small
providers.

< Simply installing a certified EHR fulfills the
security risk analysis MU requirement.

% My EHR vendor took care of everything I need
to do about privacy and security.

< I have to outsource the security risk analysis.
< A checklist will suffice for the risk analysis
requirement.
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Recent Myths Addressed
by OCR
< There is a specific risk analysis method that I
must follow.

+ My security risk analysis only needs to look at
my EHR.

I only need to do a risk analysis once.

< Before I attest for an EHR incentive program, I
must fully mitigate all risks.

< Each year, I’ll have to completely redo my
security risk analysis.
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Takeaways

<+ Where is our data located?

< Who has access?

» Is data encrypted?

<+ Are we conducting frequent and adequate risk analysis?

<+ Who is our breach team, and do we have a plan in
place?

< Are we properly investing in data security and training?

» Are we ensuring that our business associates are doing
the same?

» How frequently are we asking these questions?
» How can we demonstrate all of the above?
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Data Breach

Questions?
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