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Session Objectives

• Understanding cross-section between security 
and privacy-deconstructing a robust 
security/privacy risk assessment program.

• Analyzing the anatomy of a breach.

• Operationalizing system-wide security and 
privacy program, including key measures of 
success.
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“Terms of Importance”

• Data…A representation of information including digital 
and non-digital formats

• Data Action…A system/product/service data life cycle 
operation, including but not limited to collection, 
retention, logging, generation, transformation, use, 
disclosure, sharing, transmission and disposal.

• Data Processing…The collective set of data actions (the 
complete data life cycle, including but not limited to 
collection, retention, logging, generation, transformation, 
use, disclosure, sharing, transmission and disposal).

• Privacy Risk…The likelihood that individuals will 
experience problems resulting from Data Processing and 
the impact should they occur. 
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Relationship Between Security and Privacy Risk

• Security Risks associated with loss of 
confidentiality, integrity or availability 
of data

• Privacy Risks associated with the 
unintended consequences of data 
processing

• A privacy breach occurs at the 
intersection of these two risks
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Privacy Risk and Organizational Risk

• Problem…arises from Data Processing

• Individual…experiences direct impact 
(embarrassment, discrimination, economic loss)

• Organization…resulting impact (customer 
abandonment, non-compliance costs, harm to 

reputation or internal culture
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The “Phish”
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Unpatched Assets

“Cybersecurity: One in three breaches are caused by 
unpatched vulnerabilities”      

ZDNet June 4, 2019

Unpatched Assets
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Unauthorized Use/Disclosure

Data Snooping…

Unauthorized Use/Disclosure
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Security and Privacy Framework Alignment

Information Security Risk Assessment should address:

1. Policies and Procedures
2. Identity and Access Management
3. Threat Mitigation
4. Information Protection
5. Incident Response
6. Security Management

• Visibility
• Tool Efficacy
• Team Performance
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Security and Privacy Framework Alignment

Privacy Risk Assessment component should 
address:

1. Identification
2. Governance
3. Control
4. Communication
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Supports:

1. Building organizational trust
2. Fulfilling compliance obligations
3. Facilitating communication

Security and Privacy Framework Alignment
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“Questions of Importance”

1. What are the cybersecurity and privacy 
risks you need to manage as an 
organization?

2. Do you have sufficient resources and 
processes in place to manage these risks?

3. Where are you in terms of having 
resources and processes and where do you 
want to be?

17

18



10

19

Key Performance Measures

1. Security Management Visibility
2. Kill Chain Coverage
3. Incident Response Metrics
4. Quarterly Security Metrics
5. Constituent Engagement

20

Future Challenges

1. Emerging Technologies
2. Ever Changing Workforce
3. Information Security and Privacy 

Resources
4. Changing Technical Standards
5. Changing Regulatory 

Requirements
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